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NEW QUESTI O\ 1

FAYf eine Vendor Service Level Agreenment (SLA) nuss die

Si cherung physi sch gesichert sein. Eine IS PrAvfung des

Si cherungssystens ergab, dass einige der Sicherungsnedien
fehl ten. Wel cher der fol genden Schritte sollte der nAschste
Schritt des Auditors sein?

A. Nehnmen Si e den fehl enden Sicherungsnedi enbefund in den
Aober wachungsberi cht auf

B. Enpfehlen Sie die lIdentifizierung der auf dem fehl enden
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Medi um gespei cherten Daten

C. Enpfehlen Sie eine AdaberprAvfung des Vertrags des Anbieters
D. Benachrichtigen Sie die GeschAeftsleitung

Answer: B

NEW QUESTI ON: 2
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Answer: D

Expl anat i on:

Expl anati on
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NEW QUESTI ON: 4

You have an Azure subscription that contains an Azure Directory
(Azure AD) tenant nanmed contoso.com The tenant is synced to
the on-prem ses Active Directory domain. The domain contains
the users shown in the follow ng table.

You enabl e sel f-service password reset (SSPR) for all users and
configure SSPR to have the foll ow ng authentication nethods:

* Nunber of nethods required to reset: 2

* Met hods avail able to users: Mbile phone, Security questions
* Nunber of questions required to register: 3

* Nunber of questions required to reset: 3

You select the follow ng security questions:

* What is your favorite food?

* In what city was your first job?

* What was the nane of your first pet?

For each of the followi ng statenents, select Yes if the
statenent is true. Ot herw se, select No.

NOTE: Each correct selection is worth one point.

Answer :
Expl anat i on:

Expl anat i on
Box 1: No

Adm ni strator accounts are special accounts wth el evated
perm ssions. To secure them the follow ng restrictions apply



to changi ng passwords of adm nistrators:

On-prem ses enterprise admnistrators or domai n adm nistrators
cannot reset their password through Self-service password reset
(SSPR). They can only change their password in their

on- prem ses environnent.

Thus, we recommend not syncing on-prem AD adm n accounts to
Azure AD.

An adm ni strator cannot use secret Questions &anp; Answers as a
nmet hod to reset password.

Box 2: Yes

Sel f-service password reset (SSPR) is an Azure Active Directory
feature that enabl es enpl oyees to reset their passwords w t hout
needing to contact | T staff.

Box 3: Yes

Ref er ences:
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